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NCSs: physically distributed dynamical systems
inferconnected by a communication network
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NCSs: what's new for control?

Classical architecture: Centralized structure

1 Actuators Plant Sensors

Controller <




NCSs: what’s new for control? ik

NCSs: Large scale distributed structure
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e ® Wireless Sensor Actuator
SNCNERING — Networks (WSANSs)

= Small devices
= uController, Memory
= Wireless radio
= Sensors & Actuators
= Batteries

= Inexpensive
= Multi-hop communcation
= Programmable (micro-PC)




o NCS example:
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= Distributed estimation
= Distributed control
= Control under packet loss & random delay
= Sensor fusion

= Distributed time synchronization



NCS example:
ThermokEfficiency Certification

E nergy Fridge-Freezer

Manufacturer
Model

More efficient u

Less efficient

Energy consumption kWh/year
standard test results for 24h) 325

{Based

Actual consumption will
depend on how the appliance is
used and where it is located

Fresh food volume | 190

Frozen food volume | 126
B %]

Noise

(dB(A) re 1 pW)

= Building thermodynamics model identification
= Sensor selection for identification
= Optimal sensor placement
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o NCS example:

Distributed Localization&Tracking %

FIRE Eye From Moteiv

Indoor radio signal modeling
= Real-time localization

= Distributed tracking

= Coordination




e & NCS example:
"2 =  Coordinated Robotics & WSNs

Motion Capture
System
(virtual GPS)

Wireless Sensor
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Sky)

= 5
Mobile vehicles FEg===== ‘

(EPFL e-puck)
= Coordination & consensus algorithms

= Integration mobile nodes w/ static nodes
= WSN-based localization & navigation




@ Motivating example:

NN = wireless sensor networks
Forest Temperature Monitoring Wildfire detection & tracking
(data-extraction application) (real-time application)

n
>

Event-triggered routing

. /

\\ TDMA-based routing
| real-time apy
I

Packet loss

B ~ 7
data-extraction apps R

Packet délay

= Can we design optimal estimators that compensate for random delay and packet
loss ?

= What is the performance if we have packet arrival statistics ?

= How can we compare different communication/routing protocols in terms of
estimation performance ?
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Sensors and actuators are co-located, i.e. no delay nor loss



Optimal LQG

w N

ut sl A *11atAan Dlan+ Concanc yt
G = uy | #zt41=Azi+Buf4wy; yt = Cxy + vt
C
]
I;Q dsl:atlf Tt Static Kalman filter
ee f—o - - c -
uf = [Cg:t Ty = ATy +Bug 1 +K(yr — CZy) tyt

Separation principle holds: Optimal controller
design + Optimal state feedback design

Closed Loop system always stable (under standard reach./det. hypotheses)

Optimal estimator

Gains K,L are constant solution of Algebraic Riccati Equations



Optimal LQG control over DCN i}
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g i
Random delay or drop
C Yt
ut—TE/ Artuntarg Plant i Sensors
u? _ gt_T 441 = Azt+ Buf +wy i = Cay + vp
ACK? Controller?
Controller?
I
DIGITAL COMMUNICATION NETWORK
= Controller
Uy Yt—rs Random delay

or drop



e Some consideration on the JQ
separation principle 4
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® Modeling of Digital
Communication Network (DCN)

Data sent arrived
2?;:2? (N bits) packet packet delay
s(t) Sampling Yt Encoder Digital Decoder n \
1 Quantization ( Communication =7
DSP Network CRC
redundancy
packet
data header
N\ N H—/
ATM 384 bits 40 bits
Ethernet >368 bits 112 bits
Bluetooth >499 bits ~100 bits
Zigbee <1000 bits 128 bits
Assumptions:
(1) Quantization noise<<sensor noise Random delay
(2) Packet-rate limited (= bit-rate) &
(3) No transmission noise (data corrupted=dropped packet) Packet !OSS
(4) Packets are time-stamped at receiver




Estimation modeling

PLANT ESTIMATOR
wi ¢ Digital N
s Ti41 = Az + wy Y Communication Yt—h Buffer u_ XL t
_t'l yr = Cxy + v4 Network ya] * [y3lya] * [ve| +1 © oe —

[ ]

t= 31 .
yz — |y1] [v3 |

t=4|
No packet arrives 91 Y3 i
t=5]
Packet out of order Yo — |Y1{Y2(Y3 i
t=6)

Multiple packets arrive Ya,Y6 — (Y1|Y2[Y3[Y4| [Ye|




PLANT ESTIMATOR
Wt Yt Digital ~
2 Ty41 = Axy + wy Communication Jt-h Buffer t Lt
_t.| Cxy + vy Network Y1) 0|Y3|y4| O|Y6| Or ® *®

+ | 1 if yi arrived before or at time ¢, ¢t > k
O otherwise

U = 7. (Cap 4+ vi) = Clay + o

Kalman

time-varying it =K [le‘t ‘ gla tr yt7 /Yl’

linear system

t




=1

AZ + KL(§h — CAZ)
APAT + Q — arcT(cprc” + R)~topAT

Lyapunov Equation Riccati Equation
(unstable) (stable)
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M|n|mum variance estimation i
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=9 7 y=1

it = Az AZ + KL(7L — CAZ)
Pt = ApAT +Q APAT + Q — Apct(cpPCT + R)~tcpAT
Lyapunov Equation Riccati Equation

(unstable) (stable)



LI . L A
Minimum variance estimation &l

y=1

Az + K} (§}, — CAZ)
APAT 4+ Q — ApcT(cpPc™” + R)~lcpAT

Lyapunov Equation Riccati Equation
(unstable) (stable)



LI . L A
Minimum variance estimation &l

y=1

Az + K} (§}, — CAZ)
APAT 4+ Q — ApcT(cpPc™” + R)~lcpAT

Lyapunov Equation Riccati Equation
(unstable) (stable)



Y2

Lyapunov Equation

(unstable)

=1

AZ + KL(7L — CAZ)
APAT 4+ Q — ApcT(cpPc™” + R)~lcpAT

Riccati Equation
(stable)
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M|n|mum variance estimation i
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Yo|y3

=9 7 y=1

it = Az AZ + KL(7L — CAZ)
Pt = ApAT +Q APAT + Q — Apct(cpPCT + R)~tcpAT
Lyapunov Equation Riccati Equation

(unstable) (stable)
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Minimum variance estimation &l

y=1

Az + K} (§}, — CAZ)
APAT 4+ Q — ApcT(cpPc™” + R)~lcpAT

Lyapunov Equation Riccati Equation
(unstable) (stable)
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Minimum variance estimation &l

Y2[y3

y=1

Az + K} (§}, — CAZ)
APAT 4+ Q — ApcT(cpPc™” + R)~lcpAT

Lyapunov Equation Riccati Equation
(unstable) (stable)
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M|n|mum variance estimation i
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Yo|y3

=1
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it = Az AZ + KL(7L — CAZ)
Pt = ApAT +Q APAT + Q — Apct(cpPCT + R)~tcpAT
Lyapunov Equation Riccati Equation

(unstable) (stable)
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Minimum variance estimation @il

Y1 —— |y1|yo|y3 5

=1

AZ + KL (3}, — CAZ)
APAT 4+ Q — ApcT(cpPc™” + R)~lcpAT

Lyapunov Equation Riccati Equation
(unstable) (stable)
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= Optimal for any arrival process

7] ESTIMATOR = Stochastic time-varying gain Ki=K(y4,..,v:)
Yt—h |70 " Ti ® Stochastic error covariance P.=P(y;,..,Y;)
"\ Toalvals ToaT« "o o0 [ = Possibly infinite memory buffer
' = Inversion of up to ¢t matrices at any time ¢

ESTIMATOR

Yt—h < N ol & /Y]i = cost, t > k + Tmax
Pevsien Tt Tmaz = N, delay
Ly [Pl k(Y2 |Ye| * maxr — <%

~t—1 A _ . 1, ~
Ty _Njt—N — T azi = A% +T7§_ NPCT(CPCT—TI—R) 1C(F t v — an;),T
t—1 A PT = APA — v/ _NAPC" (CPC* 4+ R)"'CPA
P niapn = P +Q—v_n ( + R)




=0 7 y=1

it = Az AZ + KL(§t — CAZ)
pt = ApAT 40 APAT + Q — arcT(cprc” + R)~topAT
Lyapunov Equation Riccati Equation

(unstable) (stable)



LI . L A
Minimum variance estimation &l

Y2/y3

=1

Az + K} (§}, — CAZ)
APAT 4+ Q — ApcT(cpPc™” + R)~lcpAT

Lyapunov Equation Riccati Equation
(unstable) (stable)



e \What about stability and
performance?

Additional assumption on arrival sequence necessary:
i.i.d. arrival with stationary distribution

71 - delay of packet yi., 7. = oo if y,. never arrives

A >‘h é IP)[T/{: S h’]7
A A
Aloss = ]P)[Tk — OO]




® Optimal estimation with constant
gains and buffer finite memory

{Kp}—5, N static gains

it = A4+ Kp(gt_, —CAZ), h=N-1,...,0
ESTIMATOR
yt_h < N o ~
—p

| 74

71 YNt | k(Y2 |Yt—1| 3k >
T N|t-N — =

= Does not require any matrix inversion

= Simple to implement

= Upper bound for optimal estimator: P, < Py, == E,[P,,] < Ey[Py,] = Py,
= N is design parameter

GOAL: compute Ft|t




e Suboptimal minimum variance
estimation

————————

=0 7 Y =

Az 4 K (§j, — CAZ)

Open loop Closed loop



e Suboptimal minimum variance
estimation

————————

=0 7 V=

Az 4 K (§, — CAZ)

Lyapunov Equation Riccati Equation
(unstable) (stable)



O
Steady state estimation error

Fixed gains:
L\(K,P)= I-KC)P(I-KC)TAT +(1-N)APAT+Q+) AKRKT AT

P = [’)\N_l(KN—lvﬁ)
Pt = £, (K, P), k=N-2,...,0

P
P

Optimal fixed gains:
Modified Algebraic

D\ (P) = APAT—|—Q—)\ APCT(CPCT—I—R) —“1oPAT  Riccati Equation (MARE)
(@,(P)=ARE)

= &), ,(Pny_1)

: - Pn_1
mln P ﬂ Fk = ¢Ak(Fk+1)’ k=N-2,...,0
KoKy 1

K, = P,cl(cP,ct + R
(off-line computation)




Ej= ] .::}:x' 4 ‘J':"}“’J
Stability issues s Bhlile
SIS

Static estimator is stable iff there exists P > 0 such that:
P=APAT + Q — (1 - \) APCT(CPCT + R)"'CPAT
e If A =0 then standard ARE

e Modified Riccati Algebraic Equation known since [Nahi TTF’69]

e If A is unstable then there exist critical probability: if A < A. stable, if
A > A, unstable

e Upper bound A, < — |e}g( e Equality if C invertible [Katayama TAC” 76]
e Lower bounf A\, > 0 L EETER Equality if rank(C') = 1 [Elia TAC’01,
unstable
SCL’05]

e Closed form expression for \. not known for general (A, C)



> Numerical example (I)

Discrete time linearized inverted pendulum:

1.01 0.05 0.01 0.01
A= ., C=[10], R=1, Q=
0.05 1.01 0.01 1
- 4 [ Eqn. (54)
S o6l | ——Eqn. (56)| |
a
C |
0 | 1|
m».55 c
O 0
: 0.5 -+ |
- R 0
< 3 o
I~ -_— |
g|45 ® I
(§) |
O 04 |
| "Q_) [
———Eqn. (54) | 3 ).35 I
Eqn. (56) o | e rrrrr
0——— X N
0123456789 101,\]1213141516171819202122 b 0'30 1234567 8 910111213141516171819202122

N



arrival probability

> Numerical example (II)

Time-varying arrival probability distribution

0.8

0.6

04}

0.2

—_f - - -

3 4 5 6 7 8 9
delay (h)

0<t<50
t > 50

1.6

0.9
0

| —— Smart Sensor

-—- ‘Time—'varyinlg gainl

- Static gain, A
== Static gain, A2

‘
+
A 4 W

Vv N =
‘l

Nh Ve AW\ Y4

80 90 100



Multiple sensors

PLANT
Ty41 = Az 4wy

SENSOR SENSOR SENSOR

ytlzClzct—I—vtl th:Cth-l—’UtQ ¢o00 yiv‘[:C’Mxt—l—ng[

Digital
Communicatio




O
Back to the control problem
__..ug A +11atAn Dlan+ Concarnc gt

CU? = uy | ©t41=Ax:+ Buf 4wy yt = Cxy + vy

z-l uC
Vi1

ug SLate K Tt Static Kalman filter
fece baf: Ty = AZp 1+ Buf 1+ K(y — Cy) Yt
uy = Ly le
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uf_, &

rrirata
|—_' A’LL% — ugr's

Random delay
Packet loss

Yt

Dlan+ Concanc

Ti41=Az+ Buf +wy

Random delay
Packet loss

z-l @
\C State | 7, | Time-varying Kalman filter
L feedback.— w/ memory Yt
ug = Ly Tt = A%+ Bui 1+ Ki(yr — CZ)
it — E[xt|yt7yt—17°°7y07u76jl—17“7u(]]:]

It ug_]_ 7+_ u?_]_ = €t = XTt—Tt = f(yta =+ y07u§7 "7“’87 fu’?a ,’U,%)
Pyy1=AP 1, 1 A" + Q4+ B(uf 1 —uf 1)(uf 1 —uf )" B

Estimation error coupled with control action = no separation principle




® QG over TCP-like (ACK-based)

‘\""‘.‘l‘.l'&xl‘:.'
o P

protocols
C a
Ut—} “ “.;L-C“I./t‘;.l u_t Dlan+ Conearnc gt
Ui =1 0 v, =0 ri41 =Axi+Buf+wi| | vt = Cor + v __‘
1 ACK = vy Random delay
V¢ Z
‘ Packet loss Packet loss
-1 C
Z U
0 t=1
c State |- | Time-varying Kalman filter
Uy Lt
feedbagk — w/ memory Y
uf = Loy Ty = AT+ Bui+Ki(yr — CZp)

= Separation principle hold (I know exactly u@, ;)
= v, Bernoulli rand. var and independent of observation arrival process
= Static state feedback, L, solution of dual MARE

Ry R LY
b 4 '

) B
=

!

D

o [.14. -
"’-«WF’
Tl LA™

[
| b



® QG over UDP-like (no-ACK) H

Yt

protocols
uf Amduona ué
t_-} a N ;L.%‘ I/t‘;.l _t Dlan+ a Conearnc
U0 u =0 Ty41 = Az + Buf +wy yt = Cry + vy
VtHL Packet loss
0
ug uf = f(yt,-..,yo) Non linear "

Random delay
Packet loss

.....

= No separation principle hold ( u_; NOT known exactly)

= ... but still have some statistical information about u?, ,



vVt

O

® | QG over UDP-like (no-ACK)

protocols
C a
u ades s ade asam u
t—.» a “ uf vy =1 _t Dlan+ a Conearnc gt
U=Y0 =0 ri41 =Axi+Buf+wi| | vt = Cor + v __‘
SL Packet loss Packet loss ’th
2'1 u’
< t—1
tate |-
C T 1)) o 80 .
Uy feedback L Static” Kalman filter ”
ufci — th Lf‘t = Aft_1+DBu§_1 —|—’ytK(yt — C:Et) 1€
= Bernoulli arrival process Plvt=1]=v, Ply=1] =%
s Dupg = BElug 4]
= Sub-optimal controller forced to be state estimator+state feedback
= Optimal choice of K,L is unique solution of 4 coupled Riccati-like equations

“Compensability and Optimal Compensation of systems with white parameters”, De Koning, TAC'92




® \
LQG as optimization problem il

pLTUL
m A —vyBL ol A —u,BL g
- veKC A—vBL — v, KC | mKC A—-vBL—vKC

PéEH s @T]] = [ P e ]
Ming ; Trace [ V([)/ 0 } P) v F” P

s.t.

4| ¢ y
0 AKRKT
>0

= Non convex problem even for v=Yy=1, i.e. classic LQG

= Classic and TCP-based LQG become convex when exploitina obtimality conditions
like uncorralation between estimate and error estimate E[z(z —#)"] =0

= For UDP-like problem non convex but unique solution using Homotopy and Degree

UDP-stable

TCP-stable

unstable




e Side note: Kalman filter is not 4%

2% T VAR
1 34 Sl B 75
always optimal ! ”
m e mmemmememeemeaea- Optimal Regulcx‘ror',I
| A |
' Y | Kalman filter L |LQ State feedback |
: I(klrn I'LQ :
|
. 1
A Y u
Y [ v |_ & [ 5
I<klm L
A T U
Y Filter T Stabilizing
— K=K(L) 1 State ffedback

= Kalman filter always gives smallest estimate error regardless of controller L
= If controller L= L, then performance improves if my estimate is “bad” !



o Numerical example:
TCP vs UDP

I
' TCP-like ;
1 1
! protocols !
cl 0l Plant |l Sencore | lm-m e e e oo
Viug Actuators _Plant ) N Sensors
uf =vuf [T Tt = Azt Bui+wy yr = Cxy + v Yt 20 T T Y T T T
1
18 1 — UDP
—0 COMM. NETWORK Ut “ = = upper bound TCP
Vt _%w ! Ack ey =L 16+ :
| |Z_| ¥ =0 “
s c 14
U
uf ‘J ‘
t 7 Vi1 12+
State Tt .
feedback Estimator |~ J
YtYt oo 101
.................................. OPTIMAL LOG CONTROLLER g
|I===-====-=" 1 6
 UDP-like |
1 .
| protocols 4
viug Actuators Plant Sensors e e e =
W=y [ S1=AvEBuitwT  on 1, e 2-
0 1 | | | | | I | |
v =0 R I vt 0 04 02 03 04 05 06 07 08 09 1
Vot ' n=1 %l Arrival packet probability v=Vv
=0
| Ve
0
[+
(& .J Ug
u§ 5
State 13 .
feedback Estimator |~

VtYt

.................................. OPTIMAL LQG CONTROLLER



/U’f(;: Amdesnde o ’U,g yt
_ ug =1 |— Dlan+ a Concanc
uf = . B Ty41 = Az + Buf +wy yt = Cxy + vy
g(ut_l) vp=0
vt HL Packet loss
0O
C
Uy Controller L

Most common strategy:

g(ug 1) =0 zero-input strategy (mathematically appealing)
g(u}_1) =wuf ; hold-input strategy (most natural)



e To hold or to zero control input: 4 &
no noise (jump linear systems) ' {31 1

Zero-input Strategy Hold-input Strategy

Plant Plant

uh = vpuf + (1 —y)ul

= vpuf,

\ [; &L Z! =1 x

| Controller & Vi = Oﬁf vk Controller k

ui — szk d — L —
p C U hTk

Jr=ming, E[}72, of Way + (uf)"Uvi]  Jy =ming, B7Z af Way + (uf) Uuf]

Using cost-to-go function (dynamic programming)

J¥ = Elxt S, x0] Ji = Elxl Sy

S, = ®,(9,) «— Riccati-like equation —— S = &, (S},)
L7 = f.(S2) Ly, = fa(Sh)



Example: unstable scalar system

A=1.2, U=0 (fastest convergence) A=1.2, U=10 (small input)
60 — . \ : 60 w 1 . [ \ T
ﬁi[gzmgﬁ — rzue;Ir(cj)Trl:lycl)JL;t
40

30

20+

101

=

! 1 1 I I I 1 1 I I I
0.6 0.8 1 0 0.1 0.2 0.3 .04 0.5 0.6 0.7 0.8 09 1

Loss [(Jjﬁobabilio"rély v Loss probability v
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LQG over TCP-like protocols rewsed
C a
ut a _A ‘u‘; .A‘Vf‘/;-l u_t Dlan+ Concanrc gt
r YT pufy =0 Ty 1= Azt + Buf +wy yt = Cxr + vy __‘
Ut HL z-1 Random delay
‘ | Packet loss ACK = V4 Packet loss
z-! (O
0 ) Sl
\C State It | Time-varying Kalman filter
¢ feedback | , w/ memory Y
uf = Lo+ lud ¢ [Ye1| 2 = AT+ Buf 1+ Ki(y — CZp) L t
Conjecture:

= Separation principle hold
= Optimal function g(uf 1) = puz_1

Design parameter L,[,p obtained via LQ-like optimal state feedback



uy ug Yt
—T
h-l-l 1~d Dl~ Qo AN
— A uy = _”I"S xt+1:A$tq‘+Bug+wt Yyt = Coy ok v
classic .
LQ contoller classic
i static
. . kalman
Time-varying | |
kal .
T‘”““" no input packet loss —
~ Lt
| Tt—7
Random delay
tl Packet loss
y1| O[y3|y4[0(ve[ O
cl| |z = _|= = :
up | BTt 06 0L o ntpoller Yt—
—valy2|y3lyalys|ye| 0
I £E7 - E[mt‘y6ay5a 7y1] - E[$7‘$6]
“Qpti = os, Murray, Submitted to Sys.Cont.Lett. 05

“Estimation under controlled and uncontrolled communications in networked control systems”, Xu, Hespanha, CDC 05




® Numerical example:
remote vs co-located controller

I COLOCATED :
e [ rccoators | LCONTROLLER!
Tt Yt Optimal o i’ll::lto:- """""""
Controller Sensor Yt
400 T T T
COMM. NETWORK Ut remote contr.
n=0], 1 =1 | colocated contr
\L A =0 350 - :
I
S 300
YtYt 250+
feme=mmmmm———a- : 200+
' REMOTE: J
1 [e 0]
1
viug Actuator + -  CONTROLLER ; 150
Plant +
Sensor 100 |
COMM. NETWORK Ut
v =0 vp=1 =1 I S0r
|¥' % ’Yt - O 0 1 1 1 1
0 0 0.2 0.4 0.6 0.8 1
y Arrival packet probability y=y
Optimal
Controller
YtYt




Takeaway points 1

Input packet loss more dangerous than measurement
packet loss

TCP-like protocols help controller design as compared to
UDP-like (but harder for communication designer)

If you can, place controller near actuator
If you can, send estimate rather than raw measurement

Zero-input control seems to give smaller closed loop state
error (| |x||) than hold-input (but higher input)

Trade-off in terms of performance, buffer length,
computational resources (matrix inversion) when random
delay

Can help comparing different communication protocols
from a real-time application performance



Future work u)

Lsq
—{A S|
'I% Plant ':&
A S
"1
COMMUNICATION
NETWORK

C ci*®*®lC] |C]| |C

= Multiple sensors:
= data fusion, i.e. yy,..,Y,, arrive at different times .
= distributed estimation & consensus E|z|y1, ..., yn]| = Flx|Ts,, Ty ]

= Multiple actuators
= trade-off between distributed control & centralized coordination



e Distributed sensor fusion &
= =Consensus-based estimation

Delay & v
packet loss prob. E




